
访问令牌凭据（以及任何机密的访问令牌属性）在传输和储存时必须保持机密性，并只与授权服务器、访问令牌生效的资源服务器和访问令牌被颁发的客户端共享。访问令牌凭据必须只能使用带有RFC2818定义的服务器身份验证的1.6节所述的TLS 传输。

当使用隐式授权许可类型时，访问令牌在URI片段中传输，这可能泄露访问令牌给未授权的一方。

授权服务器必须确保访问令牌不能被生成、修改或被未授权一方猜测而产生有效的访问令牌。客户端应该为最小范围的需要请求访问令牌。授权服务器在选择如何兑现请求的范围时应该将客户端身份考虑在内，且可以颁发具有比请求的更少的权限的访问令牌。本规范未给资源服务器提供任何方法来确保特定的客户端提交给它的访问令牌是授权服务器颁发给此客户端的。

10.3. 访问令牌(10.3. Access Tokens)
10.3. 访问令牌

10.3. Access Tokens
   Access token credentials (as well as any confidential access token   attributes) MUST be kept 

confidential in transit and storage, and   only shared among the authorization server, the 

resource servers the

   access token is valid for, and the client to whom the access token is   issued.  Access token 

credentials MUST only be transmitted using TLS   as described in Section 1.6 with server 

authentication as defined by

   [RFC2818].

   When using the implicit grant type, the access token is transmitted   in the URI fragment, 

which can expose it to unauthorized parties.

   The authorization server MUST ensure that access tokens cannot be   generated, modified, or 

guessed to produce valid access tokens by

   unauthorized parties.

   The client SHOULD request access tokens with the minimal scope   necessary.  The 

authorization server SHOULD take the client identity   into account when choosing how to honor 

the requested scope and MAY

   issue an access token with less rights than requested.

   This specification does not provide any methods for the resource   server to ensure that an 

access token presented to it by a given

   client was issued to that client by the authorization server.
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